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Executive Summary

The present document is the deliverable D3.4 “Open interoperability Gateway API, final version” of the
VICINITY [1] project, funded by the European Commission’s Directorate-General for Research and
Innovation (DG RTD), under its Horizon 2020 Research and Innovation Programme (H2020). The deliverable
D3.1is a part of the WP3 VICINITY server implementation.

Regarding the architecture of the VICINITY project [2], the VICINITY Open Gateway API provides endpoints
for interaction among devices/ services and acts as a gateway to XMPP based P2P network (Figure 1). It also
enforces the authorisation rules defined in the VICINITY Neighbourhood database [3] and stored in the
Communication Server [4] and encrypts information exchanged within P2P network.

The VICINITY Open Gateway APl provides endpoints “locally” close to the connected infrastructure.
However, it can be deployed close to 0T infrastructure cloud services as well. Technically, the API is
standard Java based service utilizing Ignite Open Fire Spark XMPP engine, which maintains connectivity in

P2P network.
The provided endpoints create HTTP based REST APl interface which facilitates:

e control plane — device and service registration and configuration messages;
e user plane — measurement, actions, events and semantic distributed query messages.

The facilitated messages needs to be JSON complaint messages.
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Figure 1 Emplacement of VICINITY Open Gateway API in the system.

Specific feature of the VICINITY Open Gateway APl is supporting of custom semantic data queries in the P2P
network. This semantic data queries utilizes Distributed Semantic Query Client and VICINITY Open Gateway
API Services components which integrated with VICNITY Gateway APl and VICINITY Communication Server.
The queries client builds and executes distributed data query plan in P2P network based on the result of
semantic search in semantic repository. This allows to retrieve measurements from different pears and

devices in single query.
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1 Introduction

This deliverable describes the operation of the VICINITY Open Gateway API, Gateway API Services and
Distributed Query Client the installation, deployment, configuration and integration of the software with
loT infrastructure and value-added services.

1.1 Context within VICINITY

The D3.4 Open Interoperability Gateway API final version is part of WP 3 Server implementation work
package (Figure 2). The D3.4 is derived from the 3 main deliverables D1.5 VICINITY technical requirements
specification, D1.6 VICINITY architecture design and D2.1 Analysis of Standardisation Context and
Recommendations for Standards Involvement.

MS1 MS2 MS3 : today : : Ms4
. . Client/Server
WP1: D1.X WP3, 4: : /5€ A (updates)
Requirements : Implementation :
e N . T H
Specification A - 0 .
Q o - Valge-added
e R (updates)
WP2: : sérvices :
Platforms Semantic model 1 p2.2 :
Standards ; :
WP6: : Integration and testing |
I WP7: Déployment and pilots I
I WPS8: Démonstéation and evaluation I
WP2 - Tracking requiremeni:s, monitoring & con:tributingéto standardization
WP 9, 10: Dissemination, Exploitation, Management, Open Calls
(time)

Figure 2 VICINITY Work package structure

The Open Interoperability Gateway API [D3.4 Open Interoperability Gateway API final version] is integrated
with VICINITY Neighbourhood Manager [D3.2 Web-based VICINITY Neighbourhood manager], VICINITY
Communication server [D3.1 High-available VICINITY server deployment] and Semantic platform [D3.5
Semantic discovery and dynamic configuration services], thus the Open Gateway APl documentation
assumes prior knowledge about these components as well.

1.2 Objectives in Work Package 3 and Task 3.1

The VICINITY Open Gateway API, Gateway API Services and Distributed Query Client are delivered under
Task 3.1 of Work Package 3. The VICINITY Open Gateway API directly addresses objective:

e Objective 3.1 open gateway of semantic interoperability connected to the internet;
and partially addresses objective:

e Objective 3.3 advanced trust, security and privacy assuring mechanism implemented.

To achieve this objective the following key achievements were met:

e The detail design of the VICNITY Open Gateway API;
e The implementation of the services to expose and consume properties;
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e The implementation of the services to expose and consume actions;

e The implementation of the services to expose and consume events;

e The implementation of the authentication and authorization mechanism for devices, services and
adapters;

e The implementation of the query interface, distributed semantic querying and VICNITY Gateway
API Services;

e The implementation of the registry interface to register devices and services;

e The implementation of VICINITY Open Gateway API logging mechanism.

The VICINITY Communication Server installation and configuration guide is described in
https://github.com/vicinityh2020/vicinity-communication-server.
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2 VICINITY Open Gateway API

The VICINITY Open Gateway API, Distributed semantic query client and VICINITY Gateway API service are
publicly available in VICINITY H2020 GitHub with configuration, installation documentation including source
code changes with D3.4 tag:

e https://github.com/vicinityh2020/vicinity-gateway-api;

e https://github.com/vicinityh2020/vicinity-gateway-api-services;

e https://github.com/vicinityh2020/vicinity-open-gateway-api-distributed-query-client.

The Open Gateway API repository can be downloaded from the following link:

https://github.com/vicinityh2020/vicinity-gateway-api

Along with the source code and latest build of the binary file, there are four sources of information that can
be found in the repository regarding the software:

e Readme—it can be displayed via GitHub web interface, when user follows the link to the repository
or the README.md file can be found in the root directory of downloaded repository. It provides a
quick overview about how to get started with the Open Gateway API
(https://github.com/vicinityh2020/vicinity-gateway-api/blob/master/README.md).

e Javadoc —Can be found in the ‘doc’ directory. It is aimed to help the community of advanced users
in understanding how individual classes of the Java project interact and how they provide their
functions (https://github.com/vicinityh2020/vicinity-gateway-api/tree/master/doc ).

e Integration Handbook — It can be found in the ‘doc/Integrator Handbook/’ directory. This
comprehensive handbook instructs the potential integrator about details of Open Gateway API
behaviour, error propagation, endpoint functionality and sequences of calls that enable him/her
to exploit the API functionality. The installation and configuration are described in great length and
detail (https://github.com/vicinityh2020/vicinity-gateway-
api/tree/master/doc/Integrator%20handbook).

e List of implemented endpoints and their functionality — To be found in the ‘doc/Integrator
Handbook/’ directory provides quick list of the endpoints and short description of the functionality
and parameters that need to be passed. It serves as a quick reference, where the endpoints are
listed in ‘denser’ form, than in detailed Integrator Handbook
(https://github.com/vicinityh2020/vicinity-gateway-
api/tree/master/doc/Integrator%20handbook ).
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3 Gateway API Services and Distributed Query Client

The Gateway API Services and the Distributed Query Client are software applications, the former is a web
service and the latter is integrated within the Gateway APIs. Together these components implement the
interoperability approach of VICINITY following VICINITY Project Objectives:

e Objective 3.1 Open gateway of semantic interoperability connected to the internet
e Objective 3.3 VICINITY semantic discovery and dynamic configuration features available

The Gateway API Services repository can be downloaded from the following link:

https://github.com/vicinityh2020/vicinity-gateway-api-services

The Distributed Query Client library can be downloaded from the following link:

https://github.com/vicinityh2020/vicinity-open-gateway-api-distributed-query-client

Along the source codes and latest build of the software, there are other sources of information that can be
found in both repositories regarding the software:

e Readme — displayed via the web interface directly when user follows the link to the repository or
in the README.md file in the root directory of downloaded repository. This files provide a quick
overview about how to get started with the Gateway API Services, as well as its service interface
(https://github.com/vicinityh2020/vicinity-gateway-api-services/blob/master/README.md), and
the Distributed Query Client (https://github.com/vicinityh2020/vicinity-open-gateway-api-
distributed-query-client/blob/master/README.md ).

In addition the Gateway API Services include a wiki page in which additional information regarding its
functionality can be found (https://github.com/vicinityh2020/vicinity-gateway-api-services/wiki ).

The Distributed Query Client includes the following files:

e Javadoc —Can be found in the ‘doc’ directory. It is aimed for the community of advanced users and
to help developers in understanding of how individual classes of the Java project interact and how
they provide their functions (https://github.com/vicinityh2020/vicinity-open-gateway-api-
distributed-query-client/tree/master/doc ).
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4 Conclusions

This deliverable discussed the details of installation, configuration and operation principles of VICINITY
Open Gateway API, Distributed Query Client Library and VICNIITY Gateway API Services. In the following
phase of these components will be used as follows:

VICINITY Open Gateway API will be used as semantic interface towards P2P network for integrated loT
infrastructures and services in pilot sites and VICINITY open call projects;

Distributed Query Client Library and VICNITY Gateway API Services will be used by value-added services to
process custom semantic queries on semantic repository and P2P network.

All of the component will be subject of change due to fixing of bugs from integration and evaluation of
VICINITY Platform, or potential extension with new relevant features.
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